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Newborn Blood Spot Litigation: 70 Days to Destroy 5+
Million Samples

By: Adam Doerr

Category: Genomics

Topic: American College of Medical Genetics, Buck v. Bell, Common Rule, Destruction Directive, Fourteenth
Amendment, Fourth Amendment, newborn blood spots, Position Statement on Importance of Residual Newborn

Screening Dried Blood Spots, Skinnver v. Oklahoma, Texas A&M, Texas Civil Rights Project, Texas Department of
State Health Services, United States Supreme Court

Sometime in the next few months, Texas will destroy more than 5
million blood samples collected from newborn babies across the state
over the past seven years. The lawsuit that led to this result—agreed
to as part of a settlement reached between the state and a civil rights
group representing a group of parents—illustrates a number of
interesting points about the law and litigation of genetics issues.
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Kuwait to change law forcing all
citizens to provide DNA samples
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21 October 2016

By Andy Coghlan




e emany thejapantimes
The National Cerebral and
NATIONAL ASIA PACIFIC BUSINESS WORLD REFERENCE COLUMN! Ca rd iova S C u I a r Ce n te r’ O S a ka ’ S a i d

May 30, 2019 it has found 158 cases of research

NEWS OPINION LIFE COMMUNITY

NATIONAL

158 ethics violations found in research by Japan's NCVC medical that was conducted in violation of

institute

the country’s ethical standards.

The violations include the use of
patients’ information without
their consent.

The institute did not post
information on its website about
the patients’ right to refuse to
provide their treatment data.

National Cerebral and Cardiovascular Center President Hisao Ogawa (center) apologizes during a news conference in Act on the Protect|on Of Personal Information (APPI)’ JAPAN

Suita, Osaka Prefecture, on Thursday. | KYODO



MASS RESIGNATIONS AT SCIENTIFIC

JOURNAL OVER ETHICALLY FRAUGHT CHINA
GENETICS PAPERS

“This situation 1s creating a shameful embarrassment that
reflects poorly on all medical genetics journals and on the entire
medical genetics community,” a critic of the studies wrote.

Mara Hvistendahl

&

>

EIGHT MEMBERS OF the editorial board of a scientific journal have re-

signed after it published a slew of controversial papers that critics fear

could be used for DNA profiling and persecution of ethnic minorities in
China.



in Portugalissued agaifst
ie violations

Ana Monteiro, CIPP/E, CIPM, CIPT, FIP

IAPP Member Contributor



Centro Hospitalar Barreiro Montijo has been fined
400,000 euros for violating the General Data
Protection Regulation

* There were 985 users associated with the profile "doctor," but in the
official hospital human resources charts there are only 296 doctors in
that hospital.

* Nine technical employees enjoyed the level of access reserved for the
medical group, which resulted in the indiscriminate possibility of such
employees consulting the clinical processes of all hospital users.

 Existence of access credentials which allowed any doctor, regardless
of his/her specialty, to access at any time the data of the clients of a
hospital. This was considered as violating the principle of "need to
know" and the principle of "minimization of data.”



Centro Hospitalar Barreiro Montijo has been fined
400,000 euros for violating the General Data
Protection Regulation

* There was no document containing the correspondence between the
functional competences of the users and the profiles for access to the
information (including to clinical information).

* There was also no document defining the rules for creating users of
the hospital's information system.

* Maintenance of useless profiles for doctors who no longer provide
services to the hospital.

* There were only 18 user accounts that were inactive and the last one
was deactivated in November 2016.

* The defendant acted in a free and voluntary way and consciously
knowing that its acts are prohibited by law.



ProTequ gour dafa:

How we use your Medical

New data privacy laws come into force from May 2018
that strengthen the way we protect your personal ecor S
information.

We always take care to respect patient confidentiality and follow detailed policies ¢&

procedures to ensure we handle information in a secure manner and in line with data
protection laws and confidentiality rules.

We only share your medical
information with other
healthcare professionals
involved in your care and
treatment.

You have the right to access

your medical record, and we

can provide you with a copy
if requested.

Sometimes we may share
anonymised recorcs for
medical research purposes,
e.g. to understand why
people get ill.

We only share your medical
information with other
healthcare professionals
involved in your care and
treatment.

You have the right to access

your medical record, and we

can provide you with a copy
if requested.

Sometimes we may share
anonymised records for
medical research purposes,
e.g. to understand why
people getill.

We share information when You have the right to object You have the right to have
the law requires us to do
We share information when You have the right to object

_ to your medical records any mistakes in your
the law requires us to do to your medical records Yo:::\;:i;:l:kggri\:‘ t;mr:rave SO (eg to prevent or records rectified
s0 (e.g. to prevent or

o (e.g. : being shared with those records rectified investigate a crime)
investigate a crime) who provide you with care.

being shared with those
who provide you with care.

Staff at the Practice have access to personal information on a need-to-know basis only and
are bound by rules relating to patient confidentiality.

How to Complain

Please see the practice privacy notice on the website or speak to a member of staff for more information
about your rights.

If you have any complaints about the way we handle your data you can contact the Information
Commissioner's Office (ICO) : www.ico.org.uk

O Farst Fractico Managerment




THE CONVERSATION

COVID-19 Arts + Culture Business + Economy Cities Education Environment + Energy Health + Medicine Politics

Coronavirus: researchers no longer
need consent to access your
medical records

June 1, 2020 6.17am AEST




THE IRISH TIMES ...

NEWS SPORT BUSINESS OPINION LIFE & STYLE CULTURE

Technology > Howto... | Data Privacy | Tech Tools

Should your medical data be off the
record?

Ethical issues that arise in stem-cell research, embryo research and reproductive
cloning, genome sequencing, gene editing and population-scale biobanks are huge

© Thu, Aug 24, 2017, 06:25

Elaine Edwards
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Medical and scientific researchers are closely watching the new EU General Data Protection Regulation and what it
might mean for their work after it takes effect next May
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Explore Content v

-
View All Nature Research Journals Sear

Journal Information v Publish With Us v Subscribe

Sign Up For Alerts

nature > news feature > article

NEWS FEATURE - 18 NOVEMBER 2020

The ethical questions that haunt facial-
recognitionresearch

Journals and researchers are under fire for controversial studies using this

technology. And a Nature survey reveals that many researchers in this field think
thereis a problem.

Richard Van Noorden
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PDPA Principles

*Data owner rights
*Data minimization
*Data Protection

*Data accessibility and
processing
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AnSvavasvayadiuynna

1) Anslasunsudslimanu (Right to be informed)

6
©

2) Avisvaniwayadiuyama (Right of access)

3) anslumsvelileudayadiuymna (Right to data portability)
1) AnsAarunsiiuTiusn 19 vialawetayadiuyaaa (Right to object)

5) avdveliauniovhans wievihlideyaduyreaidiuteyaiilianunsosyysyaea (Right to erasure)




n3UsAUlYng VN

nsuTUTIVdayadiuyana

1) ldsuamudugenanidivesdeya (Consent)
2) iedavintenansusyiRmans ananewme 338 @dia (Scientific or research)
= v oA v @ | aa :
3) ielasiuniasziudnsinedin (Vital Interest)
o A a wa v 1 L4 L 4 o L 4 b 4
4) fanusnduieuiRnudyansevwindmunudeyaiuidivesdoya (Necessary for the performance of contracts)
- ° 4 o a < ¢ % v < awva v alnl v o ) al\luu 5%
5) dmusuduiedilunmsiestleniasisuvvesimunudoys wisuflaninlunisldsunsgnlisuneumnauns
AUANYBNadIYAAa (Public Task)
6) denudndulumsailiunmsiienausvleviureumengmanevesmunuteya uiretlineliiinnsazliudnsuay
= o & v v s
LNV UNUFIUVDUVDIYBYA (Legitimate Interest)

D Lﬂunﬁsﬂﬁﬁ'ﬁmuﬂgwmwmcjmuquﬁa:ga (Legal Obligation)




n1sUsAUlEngnagY

. "
nsusIVTIUdayadiuyamailly Sensitive Data

1) léuanudusenlnedauds (Consent)

2) UeauniesziudunsieraTin (Vital interest)

[ (2

3) msddufanssulagveusengneiinisAuasesivnzanvewads aunau visesAnsiiliuaammlsiifnguszass
Aeafunisdles maun Vv vioannmusa

1) doyaiilamesomssuzsemubuseulasdauiweiiveteyaduyana

5) nsfersavdiisuiesmungine nsURtRmuvienisléavsiFenesmnunguaneviensentudedaviiGendoswmungmane

° a wa a o 1Y) a o
&) Sudulumsuinmunguuineiiertomuiinmun
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PSEUDONYMIZATION

Personal
information

ANONYMIZATION

Personal
information
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IRREVERSIBLE

X

Pseudonymized
data

Anonymized
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dataprivacymanager.net
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